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DAC NOD FOR BUILDING 6 CONVENTIONAL
SUBMARINES

Relevant for: Security Related Matters | Topic: Security challenges and their management in Border Areas

Fire power:A file photo of INS Khanderi undergoing trials. As per the Navy’s requirements, the
submarines should be able to fire land attack cruise missiles.Special Arrangement  

The Defence Acquisition Council (DAC), headed by Defence Minister Rajnath Singh, on Friday
approved the issuance of a Request For Proposal (RFP) for the construction of six conventional
submarines under Project-75I at an estimated cost of Rs. 43,000 crore.

At a meeting, it also approved the procurement of air defence guns and ammunition for the Army
at an approximate cost of Rs. 6,000 crore.

“This is a landmark approval, being the first case processed under the Strategic Partnership
(SP) model. This would be one of the largest ‘Make in India’ projects and it will create a tiered
industrial ecosystem for submarine construction in India,” Mr. Singh said on Twitter on the
submarine deal.

With this approval, India would be enabled to achieve its 30-year submarine construction
programme envisioned by the government to acquire national competence in their building and
for Indian industry to independently design and construct them, he noted.

The SP model of the Defence Procurement Procedure (DPP) aims to promote the role of Indian
industry in manufacturing and build a domestic defence industrial ecosystem.

MDL, L&T shortlisted

The RFP is expected to be issued in the next couple of months, a defence official said. It would
take at least two to three years for the deal to be concluded, and given the high technology and
the long timelines, the cost would be spread over many years, a defence official added.

Last January, the DAC shortlisted Mazagon Docks Limited (MDL) and Larsen & Toubro (L&T) as
the Indian partners for the deal. The Navy will now issue the RFP to them, who would respond to
it in partnership with a foreign Original Equipment Manufacturer (OEM).

As per the Navy’s requirements, the submarines, all of which will be built in India, should be
equipped with Air Independent propulsion (AIP) modules and be able to fire land attack cruise
missiles.

Five foreign OEMs- Daewoo Shipbuilding & Marine Engineering (DSME) (South Korea), Naval
Group (France), Navantia (Spain), Rosoboronexport (Russia) and TKMS (Germany), have been
selected.

The delay in the deal was the extra caution at each step of the process as this was being done
for the first time, officials had said.

The modernisation of the Army’s air defence guns has been a long pending proposal and the
DAC accorded approval for the procurement of the guns and ammunition under the Buy & Make
(Indian) category of the procurement procedure.



Page 3

cr
ac

kIA
S.co

m

The Defence Ministry said that responses from about a dozen Indian companies had been
received and “all of them have expressed their willingness and commitment to manufacture this
complex gun system and associated equipment by ensuring technology assimilation in India.”
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CAN CYBER INSURANCE SECURE YOUR
ORGANISATION’S DATA

Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters

Cyberattacks top the list of human-caused risks globally, according to the World Economic
Forum.   | Photo Credit: AFP

(Subscribe to our Today's Cache newsletter for a quick snapshot of top 5 tech stories. Click here
to subscribe for free.)

Large-scale cyberattacks, like the recent SolarWinds and U.S. Colonial Pipeline attacks, have
highlighted the growing threat of high-profile hacks on Internet users worldwide. According to the
World Economic Forum, cyberattacks top the list of human-caused risks globally, and research
firm Cybersecurity Ventures has predicted cybercrime may cause damages worth $6 trillion by
the end of this year. Several companies have turned to cyber insurance to seek protection
against huge financial losses.

A typical cybersecurity insurance, or cyber risk insurance, is designed to help businesses hedge
against potential cybercrime including ransomware, malware and denial-of-service (DDoS)
attacks. Some policies may also cover losses incurred by other methods of hacking such as
cyber stalking, e-mail spoofing, phishing, and cyber-extortion that may compromise a network
and expose sensitive data. The claims could also include the cost of privacy investigations or
lawsuits following an attack.

Additionally, individual and corporate plans should also cover the cost of hardware, like in a case
where a cyberattack causes a computer burn-off due to extensive CPU utilisation or heat
dissipation system failure, Joydeep Roy, Global Health Insurance Leader at PwC told The
Hindu.

Also Read | IRDAI panel for making Cyber insurance wordings, claim process easier

Cyber insurance policies generally don’t cover potential future lost profits and loss of value due
to theft of intellectual property, according to Rohan Vaidya, Regional Director of Sales-India at
CyberArk.

"Any person connected to the Internet must consider taking cyber insurance," according to T. L.
Arunachalam, Director of Cyber and Emerging Risks Practice at Bharat Re-Insurance Brokers.
This applies to both individuals and businesses that conduct transactions online through banking
or have any form of internet presence, he told The Hindu.

Companies generally opt for policies falling in the range of 40 crores to 200 crores as sum
insured, and the typical premium is around 1-4% of the sum insured, Rohan said.

The cost of a cyber insurance policy depends on several factors. Premiums are likely to be high
for companies in certain sectors like pharmaceuticals, healthcare, hospitality, and banking, as
they hold sensitive customer information and are prone to vulnerability, according to
Arunachalam.

Also Read | 78% companies expect another SolarWinds-style hack, survey finds
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Cyberattack preparedness will also determine the cost of a policy. If a company has weak
cybersecurity defence systems and incident response techniques, the Probable Maximum Loss
(PML) is likely to be higher, therefore pushing up the premium of the policy. "It makes sense for
companies to invest in tools and/or subscribe to professional services to strengthen its
cybersecurity policy, architecture, defence & decoy systems as well as the crucial element of
swift and expert incident response mechanisms," Joydeep noted, indicating the cyber insurance
cannot be a substitute for inadequate cyberattack prevention practices. "The seriousness
towards possible cyberattacks and the determination of a company to defend its data and
resources will also play a part in determining the premiums and claim payments of cyber
insurance," he added.

While cyber insurance has been a talking point in India since the past few years, only about 15-
20% of Indian companies are actively considering securing their risks through insurance,
Arunachalam said. "The percentage of companies already insured will be much lesser," he
stated. However, automation, Internet-of-Things and the current work-from-home situation is
likely to give a boost to cyber insurance adoption in India in the coming years, CyberArk's Rohan
noted.

Our code of editorial values
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Bengio is expected to lead a new AI research unit at Apple under John Giannandrea, senior vice
president of machine learning and AI strategy, two people familiar with the matter said.
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THE WORLD IS HARDLY WIRED FOR CYBER
RESILIENCE

Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters

A string of high-profile cyberattacks in recent months has exposed vulnerabilities in the critical
infrastructure of even advanced nations. This has reinforced the need for improved defences
against actual, and potential, cyberattacks by all countries across continents.

Several high-profile cyberattacks were reported from the United States during the past several
months. Towards the end of 2020, for instance, a major cyberattack headlined ‘SolarWinds’ —
and believed to have been sponsored from Russia — had rocked the U.S. It involved data
breaches across several wings of the U.S. government, including defence, energy and state.
Before the U.S. could even recover from this breach, thousands of U.S. organisations were
hacked in early 2021 in an unusually aggressive cyberattack, by a Chinese group Hafnium,
which had exploited serious flaws in Microsoft’s software, thus gaining remote control over
affected systems.

Beware Coronavirus-themed cyber-attacks, urges McAfee

In quick succession, thereafter, the U.S. has witnessed three more major attacks: an audacious
ransomware attack by Russia/East Europe-based cybercriminals, styled DarkSide, on Colonial
Pipeline (which is the main supplier of oil to the U.S. East Coast), compelling the company to
temporarily shut down operations. The siege was lifted after Colonial Pipeline paid out several
million dollars as ransom to unlock its computers and release its files. There are reports of the
ransom being received in bitcoins which was later seized by the U.S government. Another
Russia-backed group, Nobellium, next launched a phishing attack on 3,000 e-mail accounts,
targeting USAID and several other organisations. Early this month, JBS SA, the U.S. subsidiary
of a Brazilian meat processing company, was the target of a ransomware attack; the company
also paid a ransom in millions.

These attacks were all primarily on civilian targets, though each one was of critical importance.
Obviously cyber, which is often referred to as the fifth domain/dimension of warfare, is now
largely being employed against civilian targets, bringing the war into our homes. Most nations
have been concentrating till date mainly on erecting cyber defences to protect military and
strategic targets, but this will now need to change. The obsession of military cyber planners has
been to erect defences against software vulnerabilities referred to as ‘Zero-day’, that had the
capability to cripple a system and could lie undetected for a long time. (The most celebrated
Zero-day software of this kind to date is Stuxnet, which almost crippled Iran’s uranium
enrichment programme some years back). Today, other Zero-day software, no doubt exist,
though little is known about them. What is, however, evident is that a whole new market
currently exists for Zero day software outside the military domain, and the world must prepare
for this eventuality.

Defending civilian targets, and more so critical infrastructure, against cyberattacks such as
ransomware and phishing, including spear phishing, apart from unknown Zero day software, is
almost certain to stretch the capability and resources of governments across the globe,
somewhat in the manner that nations have been forced to find the resources and the methods to
deal with the COVID-19 pandemic. One related problem is that the distinction between military
and civilian targets is increasingly getting erased and the consequences of this could be
indeterminate. For instance, the 2012 cyberattack on Aramco, employing the Shamoon virus,
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which wiped out the memories of 30,000 computers of the Saudi Aramco Oil Corporation, has
ever since been one reason for the very frosty relations between different countries in West Asia
and the Gulf region.

Forestalling a cyber Pearl Harbour

Cyber warfare is replete with several damaging methodologies. In the civilian domain, two key
manifestations of the ‘cat and mouse game’ of cyber warfare today, are ransomware and
phishing, including spear phishing. Ransomware attacks have skyrocketed, with demands and
payments going into multi-millions of dollars. India figures prominently in this list, being one of
the most affected. Also experts believe that of late, the recovery cost from the impact of a
ransomware attack — in India, for example, has tripled — and mid-sized companies, in
particular, today face a catastrophic situation, if attacked, and may even have to cease
operations. Thus, the need to be aware of the nature of the cyber threat to their businesses and
take adequate precautionary measures, has become extremely vital. Banking and financial
services were most prone to ransomware attacks till date, but oil, electricity grids, and lately,
health care, have begun to figure prominently.

What is specially worrisome at this time, when a pandemic is raging, is the number of
cyberattacks on health-care systems. With data becoming a vital element in today’s world,
personal information has become a vital commodity. One of the more vulnerable areas where
data tends to be linked to a specific individual is in health care. Compromised ‘health
information’ is proving to be a vital commodity for use by cybercriminals. All indications are that
cybercriminals are increasingly targeting a nation’s health-care system and trying to gain access
to patients’ data. The available data aggravates the risk not only to the individual but also to
entire communities.

It would be a mistake to believe that we can hope for a respite from cyberattacks such as
ransomware and phishing. Cybercriminals are becoming more sophisticated, and are now
engaged in stealing sensitive data in targeted computers before launching a ransomware attack.
This is resulting in a kind of ‘double jeopardy’ for the targeted victim. Also, today’s
cybercriminals, specially those specialising in ransomware and similar attacks, are different from
the ordinary run-of-the-mill criminals. Many are known to practise ‘reverse engineering’ and
employ ‘penetration testers’ to probe high secure networks.

Only 20% of Indians are not confident in their ability to prevent a cyber attack

The bad news is that the cyber landscape is poised to undergo more fundamental changes.
Motivation for cyberattacks vary: for (some) nation states, the motivation is geopolitical
transformation; for cybercriminals, it is increased profits; for terror groups, the motivation
remains much the same, but the risk factor may be lower. However, it is ‘insider threats’ — due
to discontent with the management or for personal reasons — that could well become an
omnipotent reality.

Cybersecurity essentially hinges on data protection. As data becomes the world’s most precious
commodity, attacks on data and data systems are bound to intensify. Reportedly, we create
more than three quintillion bytes of data everyday (some put it at over 2.5 quintillion) — with
several billion devices interconnected to billions of end point devices exchanging petabytes of
sensitive data, on the network. This is only bound to grow. Ensuring data protection could,
hence, prove to be a rather thankless task, complicating the lives of Information and other
security professionals.

The data life cycle can broadly be classified into data at rest (when it is being created and
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stored), data in motion (when it is being transmitted across insecure and uncontrolled networks),
and data in use (when it is being consumed). Constant exposure lends itself to ever increasing
data thefts and abuse. With mobile and cloud computing expanding rapidly, and also given the
nature of the on-going pandemic, cybersecurity professionals are now engaged in building a
‘Zero Trust Based Environment’, viz., zero trust on end point devices, zero trust on identity, and
zero trust on the network to protect all sensitive data. What is of interest is that there do exist
quite a few niche companies today, which have developed (or are developing) newer
technologies to create a Zero Trust Based environment employing: software defined solutions
for agile perimeter security, secure gateways, cloud access security, privileged access
management, threat intelligence platforms, static and dynamic data masking, etc. The moot
point is whether not only those in authority but even more so those in the world of business,
(specially oil and finance, and specifically health care) are aware of this — and, more important,
are ready to utilise these technologies — to ward-off a cyberattack and safeguard their data.

Patching the gaps in India’s cybersecurity

Building deep technology in cyber is essential. New technologies such as artificial intelligence,
Machine learning and quantum computing, also present new opportunities. Nations that are
adequately prepared — conceptually and technologically — and have made rapid progress in
artificial intelligence and quantum computing and the like will have a clear advantage over states
that lag behind in these fields. Pressure also needs to be put on officials in the public domain, as
also company boards, to carry out regular vulnerability assessments and create necessary
awareness of the growing cyber threat. In the end, it might be appropriate to quote IBM
Chairman, Arvind Krishna, that cybersecurity will be “the pressing issue of this decade” and that
“value lies in the data and people are going to come after that data”.

M.K. Narayanan, currently Executive Chairman of CyQureX Pvt. Ltd., a U.K.-U.S.A.
cybersecurity joint venture, is a former National Security Adviser and a former Governor of West
Bengal
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MICROSOFT SAYS NEW BREACH DISCOVERED IN
PROBE OF SUSPECTED SOLARWINDS HACKERS

Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters

Microsoft later said the group had compromised its own employee accounts and taken software
instructions governing how Microsoft verifies user identities.   | Photo Credit: AP

(Subscribe to our Today's Cache newsletter for a quick snapshot of top 5 tech stories. Click here
to subscribe for free.)

Microsoft said on Friday an attacker had won access to one of its customer-service agents and
then used information from that to launch hacking attempts against customers.

The company said it had found the compromise during its response to hacks by a team it
identifies as responsible for earlier major breaches at SolarWinds and Microsoft.

Microsoft said it had warned the affected customers. A copy of one warning seen by Reuters
said the attacker belonged to the group Microsoft calls Nobelium and that it had access during
the second half of May.

"A sophisticated Nation-State associated actor that Microsoft identifies as NOBELLIUM
accessed Microsoft customer support tools to review information regarding your Microsoft
Services subscriptions," the warning reads in part. The U.S. government has publicly attributed
the earlier attacks to the Russian government, which denies involvement.

When Reuters asked about that warning, Microsoft announced the breach publicly.

After commenting on a broader phishing campaign it said had compromised a small number of
entities, Microsoft said it had also found the breach of its own agent, who it said had limited
powers.

Also Read | 78% companies expect another SolarWinds-style hack, survey finds

The agent could see billing contact information and what services the customers pay for, among
other things.

"The actor used this information in some cases to launch highly-targeted attacks as part of their
broader campaign," Microsoft said.

Microsoft warned affected customers to be careful about communications to their billing contacts
and consider changing those usernames and email addresses, as well as barring old usernames
from logging in.

Microsoft said it was aware of three entities that had been compromised in the phishing
campaign.

It did not immediately clarify whether any had been among those whose data was viewed
through the support agent, or if the agent had been tricked by the broader campaign.

Microsoft did not say whether the agent was at a contractor or a direct employee.

https://www.thehindu.com/profile/photographers/AP/
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A spokesman said the latest breach by the threat actor was not part of Nobelium's previous
successful attack on Microsoft, in which it obtained some source code.

In the SolarWinds attack, the group altered code at that company to access SolarWinds
customers, including nine U.S. federal agencies.

At the SolarWinds customers and others, the attackers also took advantage of weaknesses in
the way Microsoft programs were configured, according to the Department of Homeland
Security.

Also Read | Microsoft, Darktrace team up to counter cyber threats

Microsoft later said the group had compromised its own employee accounts and taken software
instructions governing how Microsoft verifies user identities.

A White House official said the latest intrusion and phishing campaign was far less serious than
the SolarWinds fiasco.

"This appears to be largely unsuccessful, run-of-the-mill espionage," the official said.

Scott McConnell, a spokesman for Homeland Security's Cybersecurity and Infrastructure
Security Agency, said the defensive group “is working with Microsoft and our interagency
partners to evaluate the impact. We stand ready to assist any affected entities.”

A SolarWinds spokesperson said, "The latest cyberattack reported by Microsoft does not involve
our company or our customers in any way."
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Bengio is expected to lead a new AI research unit at Apple under John Giannandrea, senior vice
president of machine learning and AI strategy, two people familiar with the matter said.
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